A Mobile Ad-Hoc Network (MANET) is a collection of mobile nodes communicating in a multi hop way without any fixed infrastructure such as access points or base stations. Mobile ad hoc networks have several advantages over the traditional wired networks, on the other sides they have a unique set of challenges like MANETs face challenges in secure communication, mobile nodes without adequate protection are easy to compromise, static configuration may not be adequate for the dynamically changing topology in terms of security solution and finally, lack of cooperation and constrained capability is common in MANET. MANET has not well specified defense mechanism, so malicious attacker can easily access this kind of network. Although security issues in Mobile Ad-hoc Networks (MANETs) have been a major focus in the recent years, the development of most secure schemes for these networks has not been entirely achieved till now. This research paper will provide an overview about the security issues and available detection techniques in Mobile ad hoc networks. In this research paper, we will identify the existent security threats an ad hoc network faces, the security services required to be achieved and the countermeasures for attacks.
INTRODUCTION
Mobile Ad Hoc Network (MANET) is the category of wireless networks which do not require any fixed infrastructure or base stations or in other words Mobile Ad Hoc Network is a collection of wireless mobile communication devices or nodes that communicate with each other without any fixed infrastructure or centralized administration. The nodes in MANET themselves are responsible for dynamically discovering other nodes to communicate. In MANET, it may be necessary for one wireless mobile node to enlist other hosts in forwarding a packet to its destination due to the limited transmission range of wireless network interfaces. Each wireless mobile node operates not only as a host but also as a router forwarding packets for other wireless mobile nodes in the network that may not be within the direct transmission range of each other. Each node participates in an ad hoc routing protocol that allows it to discover multi-hop paths through the network to any other node. This type of wireless networking of Mobile ad hoc network is also called infrastructureless networking, since the mobile nodes in the network dynamically establish routing among themselves to form their own network on the fly. 
COMMUNICATION IN MOBILE AD HOC NETWORK
Conventional networks use dedicated nodes to carry out basic functions like packet forwarding, routing, and network management. In mobile ad hoc networks these are carried out collaboratively by all available nodes. Nodes on MANETs use multi-hop communication: nodes that are within each other's radio range can communicate directly via wireless links, while those that are far apart must rely on intermediate nodes to act as routers to relay messages. For example, node X can communicate with node Y by using the shortest path X-P-Q-Y as shown in Fig 2 ( the dashed lines show the direct links between the nodes). If node P moves out then alternative route to node Y will be X-R-S-Q-Y. 
SECURITY ASPECTS OF MOBILE AD HOC NETWORK
Operating in open and shared media, wireless communication is inherently less secure than wired communication. In addition, since mobile wireless devices usually have limited resources, such as bandwidth, storage space, processing capability and energy -enforcement of security is difficult.
The following requirements need to be considered for secure real-time communications:
Confidentiality: Confidentiality ensures that classified information in the network is never disclosed to unauthorized entities.
Integrity: Integrity guarantees that a message being transferred between nodes is never altered or corrupted.
Availability: Availability implies that the requested services (e.g. bandwidth and connectivity) are available in a timely manner even though there is a potential problem in the system. Authenticity: Authenticity is a network service to determine a user's identity.
Non-repudiation:
Non-repudiation ensures that the information originator cannot deny having sent the message.
RELATED WORK
The literature survey provides a framework for establishing the importance of the study. It provides direction for the research questions and hypotheses. To understand the current security issues regarding MANET, the literature survey is the essential starting step, which helped to gain in-depth knowledge about different security threats related to MANET. 
RESEARCH GAP

NEED OF STUDY
Mobile ad hoc network has been a challenging research area for the last few years because of its dynamic topology, power constraints, limited range of each mobile host's wireless transmissions and security issues etc. If consideration is given only a stand-alone MANET then it has limited applications, because the connectivity is limited to itself. MANET user can have better utilization of network resources only when it is connected to the Internet. But, global connectivity adds new security threats to the existing active and passive attacks on MANET. A connection could be disrupted either by attacks on any of the layer of MANET and due to this reason, almost all possible attacks on the traditional ad hoc networks also exist in mobile ad hoc networks. Whatever the attacks are, the attackers will exhibit their actions in the form of refusal to participate fully and correctly in communication between the mobile nodes according to the principles of integrity, authentication, confidentiality and cooperation.
PROBLEM STATEMENT
This research is focused on the overall security threats and challenges in Mobile ad hoc networks (MANET). Studies on MANET have focused more on single attacks. In the meanwhile some attacks involving multiple nodes have received little attention since they are unanticipated and combined attacks. There have been no proper definition and categorization of these kinds of attacks (multiple node attacks) in MANET. Some mitigation plans have been proposed to counteract against some form of multiple node attacks; thus, there is need to figure out the consequences of the category of collaborative attacks and their possible mitigation plans. Because mobile ad hoc networks have far more vulnerabilities than the traditional wired networks, security is much more difficult to maintain in the mobile ad hoc network than in the wired network.
OBJECTIVES
In this research, different security aspects will be discussed and how these security issues can be resolved? The security issues will be analyzed from individual layers namely application layer, transport layer, network layer, data link layer and physical layer. This research will provide a good understanding of the current security threads and optimum solutions of the MANETs. The broad objectives of the research are:
 To study and analysis of security threats and vulnerabilities in Mobile Ad Hoc Network (MANET).  To achieve optimum solutions and countermeasures for the security threats in MANET.  To study and enlisting the challenges of MANET.
SCOPE OF RESEARCH
Wireless mobile ad hoc nature of MANET brings new security challenges to network design. Mobile ad hoc networks, due to their unique characteristics, are generally more vulnerable to information and physical security threats than wired networks or infrastructure-based wireless networks. In this research, various security requirements for mobile ad hoc network will be explored and the different types of threats an ad hoc network faces. This research identifies the new challenges and opportunities posed by this new networking environment and explore new approaches to secure its communication. In this research, there is lots of scope to focus on the fundamental security problems of the Mobile ad hoc network.
RESEARCH METHODOLOGY
Research methodology defines the research activity, development of research activity and measurements used to advance the research work by implementing these measures which assist to achieve the objectives of the research. During the starting phase, extensive literature survey will be carried out; the information gained in this phase will play important inputs for the research and further following studies and analysis will be undergone to find out the research objectives:
 Complete study and analysis of each layer of MANET.  Identification of security threats and vulnerabilities in each layer.  Discover best solutions and countermeasures for security threats.  Analysis of challenges in MANET.  Research output and thesis.
Fig 3: Graphical representation of Research Methodology
In this research, consideration are not only given to define and categorize collaborative security attacks in MANET, but also to identify the performance impact in MANET under a collaborative attack as well as which mitigation plans can be used to alleviate this kind of attack. The Fig 3 represents the proposed research methodology for this research in a pictorial view.
ATTACKS IN MOBILE AD HOC NETWORK
At the highest level, the security goals of MANETs are not that different from other networks: most typically authentication, confidentiality, integrity, availability, and nonrepudiation. Authentication is the verification of claims about the identity of a source of information. Confidentiality means that only authorized people or systems can read or execute protected data or programs. It should be noted that the sensitivity of information in MANETs may decay much more rapidly than in other information. In MANETs security goals of a system can change in different modes. The characteristics of MANETs make them susceptible to many new attacks. At the top level attacks can be classified according to network protocol stacks. The attacks can be classified as passive or active attack: (A). Passive Attacks: In a passive attack an unauthorized node monitors and aims to find out information about the network. The attackers do not otherwise need to communicate with the network. Hence they do not disrupt communications or cause any direct damage to the network. However, they can be used to get information for future harmful attacks. Examples of passive attacks are eavesdropping and traffic analysis. Some of passive attacks are:
 Eavesdropping Attacks  Traffic Analysis (B) Active Attacks: These attacks cause unauthorized state changes in the network such as denial of service, modification of packets, and the like. These attacks are generally launched by users or nodes with authorization to operate within the network. We classify active attacks into four groups: dropping, modification, fabrication, and timing attacks. It should be noted that an attack can be classified into more than one group. Some of active attacks are:
 Dropping Attacks  Modification Attacks  Fabrication Attacks  Timing Attacks
CONCLUSION
In this research, it has been tried to deal with security issues in Mobile ad hoc networks. A Mobile ad hoc network has open media nature and free mobility that's why it needs much more prone with respect to security risks e.g. intrusions, information disclosure and denial of service etc. A Mobile ad hoc network needs high level of security as compare to the traditional wired networks. The aim of this research is to discuss different aspects of security threats and to achieve optimum solution for these types of security threats with challenges of MANET
